
Cyber risk -
Questions for leaders
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Anything that is smart can be hacked!

https://www.breville.com/au/en/products/toasters/bta845.html https://techcrunch.com/2017/01/07/toaster/
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Who cares about a toaster?

Watch a drone take over 
a nearby Smart TV –
Smart TVs continue to 
look dumber by the day.
Andy Greenberg | Wired 2019 

“
”

https://mywindowshub.com/skype-quits-support-for-smart-tvs/
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Strong 
password?
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Strong password–how to

D\kk]b39wgh[R$vm
• Numbers

• Symbols

• capital letters

• lower-case letters

All passwords
• Company email

• Remote access

• Online banking 

• Social media

• Industrial control 
systems

Password 
locker app
Strong passwords 
for “smart” apps
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Smart TVs? 

https://betanews.com/2018/04/19/energy-industry-cyber-attacks/ https://nypost.com/2017/10/23/this-space-graveyard-is-where-satellites-go-to-die/
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Operational maturity?
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Cyber insurers, 
brokers and lawyers

Q15
Are there any barriers currently 
preventing the growth of the cyber 
insurance market in Australia? 
If so, how can they be addressed?
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Six cyber risk questions for leaders

1. Which types of events do you consider a cyber incident?

2. Is your organisation prepared for a cyber incident?

3. Have you engaged with the key stakeholders that can answer these questions?

4. Have you been fully briefed on the organisation’s cyber risk exposures 
and what controls and remediation measures?

5. Does your organisation have a Cyber Incident Response Plan?

6. Do you understand your leadership liabilities with respect to cyber risk?
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